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ONLINE RISKS



Online Risks

What are online risks?

Online risks are defined as experiences that someone who goes online may meet 
unexpectedly and can have a harmful cause to them. These experiences may be or may 
not be deliberate by the others or themselves.

Types of online risks

The online risks that children can face when using the Internet can be divided in four 
categories (see below).

 

Content 
Risks

Inappropriate 
and 

unwelcome 
content

Exposed to:
- illegal or harmful content
- sexual material
- pornographic material
- violent material
- racist material 
- hateful material 
- misinforma�on 

Commercial risks
- adver�sing 
- exploita�on
- spamming 
- sponsorship

Self-harming content
- s�mulates/challenges adolescents to 
commit suicide
- s�mulates/challenges adolescents to 
become addicted in drugs
- leads in low self-esteem of their 
body, resul�ng in anorexia

Contact 
Risks

Child as a part 
of dangerous 

online 
communica�ons

Cyberbullying 
with nasty or 

hur�ul 
messages 

Sex�ng 
- receiving sexual 
images, videos or 
any sexual 
content 

Grooming
- coming in contact with strangers 
who a�empt to gain someone’s trust 
in order to manipulate or abuse them 
(asking for pictures of themselves)
- strangers may want an actual 
mee�ng 
- more adolescents are likely to meet 
them in offline context 

Conduct 
Risks

Adolescents take actual 
ac�on and get directly 
involved in dangerous 

behaviours 
Includes


Sex�ng
- sending sexual 
images, videos or 
any sexual content 

Illegal 
downloading 

Gambling 
addic�on 

Bullying others 

Spreading illegal 
or harmful 

content 

Privacy 
Risks

Includes


Give out personal 
informa�on 

- social media 
passwords

Invasion of 
privacy 

Digital iden�ty 
the� 

Impersona�on 

Vic�ms of 
hacking 
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